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Token Definitions

e A basic token authentication returns an Access Token and a Refresh Token.

« An Access token has only 30 minutes lifespan. Use the access token to access
secured resources before it expires.

A Refresh token has 15 days lifespan. Safekeep the refresh token and use it to get
new access token.

« If the refresh token expires, client will need to login to obtain a new set of tokens.




Obtain Access Token

Call token service to get tokens

Token

Access Token + Refresh Token
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Example of Token Service

Call token service to get both access and refresh tokens

Request SO+
POST v https://paas-uat.v3nity.com/api/token/login Send request

Headers >

Basic auth »

Request body~

u test @

p password i

+ Add parameier

Response (6.126s) - https://paas-uat. v3nity. com/apiftoken/login

200

Headers >

{

"access_token": "eyl@eXAiOilKV1QilLCIhbGciOilIUzUxMil9.eyIhdWQi0iIaos4yNDUUNDcuMT gwIiniaXZweyI6I cdY ToxODNmN]gBMGEYNTI20TNKZ TIxZDUANThwODF1I iwiY29kZ5I61iTsImRhdGELIOL
ISYTI4NDU=zNWIhNmIL1YjIzMWNhYjBkMGVIN2ZUIZDZhZE1MjMy OGVKMmME INmExY JVmN2YyNDczODI 4Nzd 1OWELY 2140DT 2M]j g5ZWE zMmQ@Y 2RhY TMxOTNKY jFiMjUSMT gyN2MzYzZhYz 1hZ jA30GRmYWI20TZkZmImNjES
NWQ4ZDcwZ TgwZ jVIMDESNDk 17 jQzOTIzMGF iNT E4NWF hNmNmY2U3Mj I3YTUxZT ImOThjOTQIN keODB j ZDAWODF hMGMxOWY zN2UxMjgx Y zABNDQ=Z  hmNj F jMTUyN Y2 ZGEBMCI s ImF1dGgiomZhbHNLLCIpc3Mi0iI2M3
NEYXJIBdaVjaClsImVAcCI6MTowMTAWOTMANywidXN1ciT6T jAANTYyNzF jOWY30DRmYTQyNjexMWIx0T1jMDIzYTdiIn®. AzEztB1g58Vy J1JUR-aIYZIENafWCzWYvoe3]3xviGuvIMirSYAhDnrQhcgrGPGzwlmYh JoGw
GDJet7g8veDLOw",

"refresh_token": "ZDBmMGQwMNzgtYWZ1Zie@@ZDVhLWE2YWMEOWFkYmIkZDNhOGEL™




Refresh Token

Call refresh token service with
Access Token + Refresh Token

Refresh
Token
Service

New Access Token
Client

Call secured resources with New Access Token
Secured
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Token Definitions

« Persistent Token is a type of access token which has a longer lifespan than the
normal access token.

 The token can only be obtained from secured environment. Meaning, you will
need to at least perform the basic authentication and then obtain this token.

« This type of token is usually used for server-to-server communication.

« As the token lifespan is much longer hence it does not require to refresh a new
token.

» Being long-lived might cause security risk if token has been stolen therefore, the
token is enforced with an authorization code.

« To revoke the token, remove or change the authorization code.




Obtain Persistent Token

Call token service to get tokens

Token
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Access Token + Refresh Token

Secured Environment

Request parameters + Access Token ) _
Persistent  EXEleIE<lg

Access authorization code
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Access Token (with authorization code) Service lifespan (1 year)

Call secured resources with Access Token

Secured

Resources
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